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S^lYi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cYERm e ^_.T\ e zn;Rng]aRU\ZXnk.^lX¤bcX YEo3T e \pSQp
jzYERWYqTh¦\)`;b7ngo3TW^C;EngTW^l\poyRm{zcYiXZY e YERWbc]_TR¡^_o npYEm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 \pTWY=TWz7nT\ e \;b e cb e N\;RWY
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jzcY¤\;]_]l\^loc)mi\3Yim^lYio3TE·
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jzY=Xnp^_o^lcYEn[7YEzc^loTzcYcngTng[7npRWYC\ e 3ngoc^C;EngTW^l\po^aRTW\Tnp¯pYqnp.npo;T{ng;Y¡\gTWzcY=©n;m¢TTWz7nT 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RWzc\pTE(PSzc\pTR n e YCTWzcYEXRUYE]_;YERRUTW\ e YE5^_oKnpon eWe nDQ£jzcY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h : E → H ·7^¸Tz |H |  |E| ¦zK^aR oc\pT \pocY  T\  \pocY;·.XZYEngo^_ocZTznT¡Th¦\.^_§OY e Yio3T¡Yi]lYiXZYEo;T{R\g EmEngoK[NY¤Xng7Y9,TW\TzcY$RngXZY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|H | > r(p − 1)
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*^_;b e Y~¡^aRhT e ^l[cb.T^_\;oR\p%TWzYq e \;7\3RUY95z7npRWz5bco7m¢TW^l\po7R
+ %  % , 1E 9 µ(µ  ±  ± &> 5c5    p µ( 
j\K e Yi;Yio3T¤m\;]_]l^lRW^l\poRYX¤b7RhT]l\S\p¯ngTTWzY^_o^¸T^lnp]¦.^aRhT e ^l[cb.T^_\;o \gTWzcY)RU^lpongTWb e YER¤ngoo n
nDQ\g(T e npoRh\ e XZ^loc^_T=^lo3TW\nbcoc^_\ e X.^aRhT e ^l[cb.T^_\;oy^loyTWzY e YE.b7mYERU7npmY;=jzYbcomTW^l\poznpR
z\¦YEpY e TW\K[NYnpRqRW^lX]_Yn;R7\3RWRW^_[]_Y; YZTz3b7Rq.YoYznpRWzbcom¢T^_\;oRq^_TWz \po]_QyYE]_YEXZYio3Tn e Q
\;7Y e ngTW^l\poRRWbm{z npRqRWzc^¸ T{Rngo7RWbcXREZjzYX\..b]_\,bco7m¢TW^l\po ^aRbRWbng]l]_Qn,7\;cbc]an e \pocYnpo^lR
 e Y9RUYEo;TYE)zcY e Y=\ e mi\pXZn e ^aRU\;o5cb e N\;RWYERE
rp
h(σ) = σ1   32
¨©xP  xK\3RhTCP.^_;oc^¸Nmingo3T ^¸T{R®
|.
h(σ) = σ32   64
¨  P    Y9npRUT¡PS^_;oc^_7minpo;T ^_TR{®
~c
h(σ) = σ mod (231 − 1) ¨©X\..b]_\S®

h(σ) = σ1   32 + σ32   64
¨  P =x P®
:(kSNY e ^lXYEo3Tng]l]lQp·gTzcY  P bco7m¢TW^l\poZ^aRTzcY©npRUTWY9RhT9'jzY  P =x PbcomTW^l\poZ[7YEznDpY9R(ng]aRW\`3bc^_TWY
Yi]l]G Õo \ e .Y e T\¤fhbRUTW^_QKTzcYm{z\p^amY\g(TzcY$z7npRWzybcomTW^l\pos·ngoyzc^aRUTW\p e npX ^lR=[cbc^l]_T=T\)S^aRUb7ng]l^<;EY
npo,YERUTW^lXnTYTWzY$m]l\;RWYioYERR\gTzcY$.^aRUT e ^_[cbcTW^l\poKT\TWzcY$bcoc^_\ e X \pocY;¡jzcY * e YEYE.Xngo  C^ln;m\;oc^lR
F Ì©ÉËÓ¾Ç
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jzY    .^_;Y e pYEomY;·TWzcYCRhT{ngocn e Z.YES^lngTW^l\poZ\gNTWzcY¡zc^lRUTW\; e ngX npoTWzY7Y e miYio3TnppY\g­m\;]_]l^aRU^l\poR
n e Y;^_;Yio,^_oyjng[]_Yr;¦jzcY  PJbom¢T^_\;oynpm{zc^lYi;YER¦TWzcY¤[7Y9RhT¡np]_bcY\ e TWzY¤RhT{ngon e ).YES^lngTW^l\pos·
np]¸Tzc\pbpzZ^¸T.\SYERoc\pT(znDpYTzcY¡mi]_\3RUY9RhT.^aRUT e ^_[cbcTW^l\poTW\qTzcY bco^¸\ e X \pocY^loZTWzcY  bc]_]l[n;m{¯   YE^_[]_Y e
RWYio7RUY;ZjzY  bc]_]l[n;m{¯   YE^_[]_Y e .^lpY e ;YiomiY$;^_;YERqnXZ\ e Y$;]_\;[ng]\;c^loc^_\;o\;o TzcYRWX\S\pTWzcocY9RWR\p
TzcY.^aRhT e ^l[cb.T^_\;os·czc^l]lYqTWzcYRUTnpocn e .YiS^anT^_\;o)XZYEn;RUb e Y9RTWzcYq©n;m¢TTznTTzcYRWnpXZc]_Y9R n e YXZ\ e Y
YEpYEoc]_Q).^lRUT e ^l[cb.TWY9,n e \pbcoTWzcYqXZY9ngos·cn;Rmingo,[NYRUYEYio\po *^_;b e Yq~
£¡oYkcngXZc]lY \pNTzcY¡^lXZnpmT\gOTzcY¡zn;RUzbco7m¢TW^l\po)m\pXZc]lYk.^_ThQ¤^aR;^_;YioZ[SQ¤bom¢T^_\;oR(XZ\..bc]l\¤ngo7




p = 232 − 1 YznDpY
n = (p + 1) ∗ MSB(n) + LSB(n)
npo5TWzSbR
n mod p = MSB(n) + LSB(n)
\ e
LSB(n) 6= p · MSB(n) 6= p   Õo, e npmTW^amYTzc\pbc;zs·STWzY  P =x P  ^lR¡n$[^¸T ©n;RhTY e ·.[7Y9minpbRUY\p^_TR]lYERRUY e mi\pXZc]lYk.^¸ThQ;¤jzcY e YiT e ^_YEng]TW^lXZY$^lo.^amingTWYE^lojng[c]lYr$^aR=\p[.T{ng^locYE [3Qy`3bcY e QS^loc)n
jng[c]lYZr 3CnpRWz5bco7m¢TW^l\po7R e \pNY e TW^lYER
&   p µ( °  ,   E¶ ¶ ±  ©.2 µ  µ > >1 µ(     	5± E  ± c&>2  ±    
¡oc^¸\ e X v v vc vcr 
x P  v ; }3t9"9" 3|c u rp ~g
 P v_rD| ~3t;tpt rEu_r rpË|
xK\..bc]l\ v_r 3|p}pu |. ~ rp St
 P  =xP v_r 3|p}pu |. ~ rp 
|g  zc\pb e R'S^a.Yi\q7]_Y¡np;np^_oRUTn #%¥C \g­\pocY¡¦YEYi¯OjzY¡m\;]_]l^lRW^l\poR(n e Y e Y9RU\;]_;YE¤TWz e \pbc;zm{zng^loc^loc
 z7nT^lR e YEnp]_]lQzc^_o7.Y e ^_o¡TzcY e YiT e ^_YEDnp]S^lRTW\=znD;Y¦RW\pXZY¦[bm{¯pYiTR^¸TznC]an e pYoSbcX$[7Y e \g e YEmi\ e cRE
jzY¦NY e mYEo;T{ng;Y¦\p7m\;]_]l^lRW^l\poR¨^G YpTWzcYNY e mYio3T{ngpY¦\gN^_ocb.T(RU^lpongTWb e YERzc^am{z$^l]l]Sn;m¢Tbng]l]_QRWb.§OY e
mi\p]l]_^aRW^_\;o7®XnDQ)[NY¤z^_;z npR¡]_\;oc5npR TWzcYZm\;]_]l^aRU^l\poR¡n e Y¤.^aRhT e ^l[cb.TYEK^loyXngoSQ[cbm{¯pYiTRE¡jzcY$X\3RhT
NY e TW^locYEo;T^lo.^aminT\ e R¦n e Y¡TWzSbR¦TWzY=RUTnpocn e .YES^lngTW^l\po5npo\pm\;b e RWY TzcYnpm¢Tbng] e YT e ^lYing]7TW^lXZYp
jzYm{zc\p^amYq\pTzcYqbcomTW^l\poK^aRoc\B^_o7.YiY95T\o,nT e n;.Y  \g§ [NYThYiYEoTWzcY;\S\S e \pNY e TW^lYER\p
E(F ÎGIHJLK
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^_TRc^lRUT e ^_[b.TW^l\poZngo$^_TR]l\m\;XZc]_Yik.^¸ThQ; * e \;X TWzcY e YT e ^lYing]3T^_XZY e YERWYio3TWY9^lojnp[c]_YrTWzY  P
bom¢T^_\;oRWYiYEXZRn$p\S\.m{zc\p^amY> ¾T^lRnp]lRW\$;Y e QYEn;RUQZT\$^lXZc]_YEXZYio3T¡RU^lomiYCTzcY  PJznpRWzbco7m¢TW^l\po
^aRnZRU^lXZc]lYminpRUT e \;Xn}g  [^¸T^_o3TYipY e TW\n~;|¤[c^_T  ^_o3TYipY e 
#%¥C   ©¶ ±3µ Ei ± &      6     0  ,   ' + ' /  + 
Q
  ©¶ ±Sµ iE ± &  	 )  6	
z3T  559.> ±   5 µ Z¶ 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  p µ( jz e YERWzc\;]l     ± . ±  
SRV D, SQ
 .D ² µ  25 µ E
(SRV D, ht) = databaseConstruction(RV D) 













(n, p) = ht(σik)  =  0  0
SRV D
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 +  /  , +  ,/ + ' 0 0
σik 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	(=  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=^lpYEon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\ e Y;·­^1 Yp
^_TWz^lRRUz\gT¤^aR e YERWYio3T¤^lo TzcY #%¥C$£¡]_;\ e ^¸TzcX ~RUz\ RTWzcY.^_§NY e YEo;TRhTYiR¤\p]l]_\YE[SQTWzcY
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T e ^lYinp]N e \.mY9RWRE
F Ì©ÉËÓ¾Ç
  +  +0 6 
	 '*+ /8, 6 0  ,"/1+61)  +)610 rt
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Y=TWzYCY9nTb e Y9RznDpYC[7YEYio,YkST e npmTWY95ngo7TWzYnTnp[npRWY=znpR[NYiYio[cbc^l]_TE·
TzcY RW^_;onTb e Y9R\gNTWzcY `3bcY e QRUzc\pT(n e Y`3bcY e ^lYE$\poY[3Q¤\pocY np;ng^loRUT'TWzcYzn;RUz$Tnp[c]lYp  ¾­nRW^_;onTb e Y
QS^lYi]acR(nqXngTm{zTWzcYEo5nqminpo.^acnTY RUz\gT( e \pX TWzcY>#s¥C minpo[NY e YT e ^lYi;YE¤TWznpoc¯.RT\q^¸T{R(^lo.Ykngo7
n;]_\;[ng]­.^aRhT{ngomiYq[7YiTh¦YEYio)TWzcY`3bcY e Q)ngo5TWzcYmEngoc^lcngTWYqRWzc\gT{R^lR mi\pXZcb.TYE­
¡\gTY TWz7nTn$RU^loc;]_Y=RU^lpongTWb e Y\g­TzcY`;bY e QRWzc\gT^lRRWb.m^lYio3TT\ e YT e ^lYipYCn¤minpo.^acnTY¡RWzc\gT9'jz^lR
^aRnpoYERRUYEo3TW^ang] e \;7Y e ThQ$\gOTWzcY e YiT e ^_YEng]np]_;\ e ^¸TzcX [NYEmEngbRWY¡ng]l]cTzcYCRW^lpongTWb e YER\pOTh¦\¤cbcc]l^lmEnTWY
RWzc\pTRn e YCo\gTYE`3bng]O^lo) e n;m¢TW^amY;£ ]_TWzc\;bcpz)TWzcYqRW^_;onTb e Y¡npR[cbc^l]¸TT\$[NY^_oSn e ^lnpo3T¦T\np]_]l\¦Y9
T e npoRU\ e XZngTW^l\poRE·7T e ngoRWXZ^lRRU^l\po oc\p^aRUY e Yi;Yio3TCTzc^aR¡T\,zngcNYio^lo pYEocY e ng]G 3 \Yi;Y e TWzcY e Y^aR=n
;Y e Qzc^_;z$ e \;[ng[c^l]l^¸ThQTznT'Th\C^a.Yio3T^lmEng]cRWzc\gT{R^l]l]cRUzn e YnT']lYEnpRUT\pocYm\;XZX\;o$RW^_;onTb e Ypjz^lR
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TW^l\po "¤RUz\TWzngT¦Tzc^lRn;RWRWbcXZ.TW^l\po5^lR
mi\ ee Y9m¢TX\3RhT\psTWzcYT^_XZY;(jzcY e Y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\p%TzcYiX Q3^lYi]acR nZmi\ ee Y9m¢TXZngTm{zs
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TzcY¤[NYERUT=RW\p]lb.T^_\;o,TW\bRWY^_T=n;R¡nZY9nTWb e YzYio mi\pXZcb.T^_oc).^lRUTnpomY9R [NYThYiYEo
RWzc\pTRE 3¡\¦YEpY e ·;n;Rn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[NYEmEngbRWY=^¸T e Yi;Yio3TR¦bR e \pX m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YE.Tnp[c]lY
e YERWbc]_TRq¨1RUYEYRWYEmTW^l\po "p®
4 %      ± ¶ ©EE   ±
P.^_omiYyTzcYRW^_;onTb e YERmEngo [NYmi\pXZn e YEbRW^locnRW^lX]_YYE`3bng]l^_ThQTYERUTE·¡n ;\gT^_oc e \.miYE.b e Yp·
^G Y)m\;bco3TW^locKTzcY)oSbcX$[7Y e \p YE`3bng]RW^_;onTb e Y9Rq^lo Th¦\RUzc\pTRE·(m\;bc]l[7Ym\po7RU^a.Y e YEs 3 \Yi;Y e ·
[NYEmEngbRWYRUXng]l]On e ^lngTW^l\poR¦^_o)TWzY¡ e ngXZY=XZnDQnp]lRW\$mEngbRWY=pY e QRUXnp]_]­n e ^anTW^l\po7R^loTzcYqRU^lpongTWb e Yp·
TzcYoSbcX¤[NY e \g% e npXY9R^¸Tz)^a.Yio3T^lmEng]­RU^lpo7nTWb e Y9RXnDQZ[7Y]l\q!CoTWzYmi\po3T e n e Qp·pTWzcY3CngXZXZ^_oc
c^lRUTnpomY^aR¦YE]_]%RWbc^_TWY95T\ZXY9npRWb e YRWXng]l]­n e ^lngTW^l\poR[NYThYiYio)TWzYRU^lpongTWb e YER;YEm¢T\ e Ri
9¦\;oRW^l.Y e Th\)RWzc\pTR
Sq = {σq1 , ..., σqN }
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